
S
ince 2006, this column has discussed 
the uncertainty of standards governing 
the search and seizure of digital 
evidence.1 Five years, and many 
court decisions later, the Fourth 

Amendment’s application to computers and 
other accoutrements of the digital age remains 
murky. Uncertainty regarding the application of 
the Fourth Amendment to computers, e-mail, and 
other digitized information has a significant impact 
on those accused of white-collar crime because so 
much of the evidence in white-collar cases derives 
from those sources.2 This article examines recent 
decisions on the Fourth Amendment’s application 
to digital evidence, noting a number of open 
and controversial questions that seem ripe for 
adjudication by the U.S. Supreme Court. A recent 
decision from the Court indicates a reluctance to 
address such issues, however. 

Plain View Doctrine

We previously have written about United States 
v. Comprehensive Drug Testing Inc. (CDT),3 in 
which the U.S. Court of Appeals for the Ninth 
Circuit attempted to more clearly define the 
constitutional limits around electronic evidence, 
issuing a set of rules to be followed by judges 
reviewing warrant applications for electronic data. 
An en banc panel of the Ninth Circuit attempted to 
“strike a fair balance between the legitimate needs 
of law enforcement and the rights of individuals 
and enterprises to the privacy that is at the heart 
of the Fourth Amendment” by establishing five 
rules to be followed by judicial officers. 

The first of the five rules set forth by the 
court effectively eliminated the application of 

the plain view doctrine in electronic discovery 
cases, prohibiting the government from using 
any “immediately apparent” evidence of illegality 
that is outside the scope of a search warrant.4 
A few months after the en banc panel’s August 
2009 opinion, the government requested a 
rehearing before the full Ninth Circuit, arguing 
that the decision and the protocol issued therein 
would cause “grave harm” to effective law 
enforcement.5 

Although the government’s request ultimately 
was denied, in September 2010, the Ninth Circuit 
amended and reissued its opinion, relegating the 
guidelines to a concurring opinion by Chief Judge 
Alex Kozinski, the author of the initial opinion. 
Although the per curiam majority opinion reaches 
the same conclusion regarding the validity of the 
searches and seizures in the case, the guidelines 
are no longer law in the Ninth Circuit, as Chief 
Judge Kozinski’s concurrence was not joined by 
a majority of the en banc panel.6

The CDT guidelines, highly publicized in part 
because of the case’s connection to steroid 
use in Major League Baseball, met with mixed 
reviews. While some courts declined to adopt 
the Ninth Circuit’s “guidance,”7 others applied 
the rules in evaluating the validity of the seizure 
of digital evidence.8 The U.S. Court of Appeals 

for the  Second Circuit has not “taken sides in 
the debate.”9 Most recently, in United States v. 
Stabile,10 the U.S. Court of Appeals for the Third 
Circuit rejected the Ninth Circuit’s “suggestion 
to ‘forswear reliance on the plain view doctrine’ 
whenever the government seeks a warrant to 
examine a computer hard drive.”

Salvatore Stabile pled guilty to bank fraud 
and was convicted of receipt and possession 
of child pornography. Mr. Stabile appealed the 
district court’s denial of his motion to suppress 
the evidence of child pornography found on six 
hard drives seized by the government, arguing that 
the evidence was beyond the scope of the search 
for financial records authorized by the consent 
of his housemate and a subsequent warrant. The 
court found that the search and seizure of the hard 
drives was reasonable and that the files containing 
child pornography properly were viewed pursuant 
to the plain view doctrine.

The court held that “the plain view doctrine 
applies to seizures of evidence during searches 
of computer files, but the exact confines of 
the doctrine will vary from case to case in a 
common-sense, fact-intensive manner,” noting 
that what is permissible in one case may not 
be in another. In rejecting the Ninth Circuit’s 
approach in CDT, the court cited United States 
v. Mann in which the Seventh Circuit expressed 
the view that “rather than jettisoning the plain 
view doctrine entirely in electronic searches, ‘the 
more considered approach would be to allow the 
contours of the plain view doctrine to develop 
incrementally through the normal course of fact-
based adjudication.’”11 

Cell Phone Records

In a case of first impression, the Third Circuit 
tackled the issue of what legal standard the 
government must satisfy to obtain historical 
cell-site records—or cell site location information 
(CSLI)—from cell phone companies. The CSLI 
provides data that allows the government to 
determine, within several hundred feet, the 
location of the cell phone holder at the beginning 
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The U.S. Supreme Court has signaled 
its reluctance to issue a definitive 
ruling on the application of the Fourth 
Amendment to digital evidence.



and end of a call. In Application of the United States 
for an Order Directing a Provider of Electronic 
Communication Service to Disclose Records 
to Government,12 the Third Circuit rejected a 
Magistrate Judge’s finding that the government 
was required to show probable cause in order to 
obtain such information.

Pursuant to section 2703(c)(1) of the Stored 
Communications Act (SCA), the government can 
seek a warrant or court order for disclosure of 
a “record or other information pertaining to a 
subscriber to or customer of” a cell phone service 
provider. Under the statute, the government 
need only offer “specific and articulable facts” 
showing “reasonable grounds” to believe that 
such information is “relevant and material to an 
ongoing criminal investigation.”13 The Magistrate 
Judge found that because CSLI sought by the 
government was akin to a tracking device, however, 
the government also was required to make a 
showing of probable cause.14 The Magistrate 
Judge’s opinion was summarily affirmed by the 
district court.

The Third Circuit disagreed with the Magistrate 
Judge’s conclusion that CSLI is akin to information 
received from a tracking device, however, and 
found a reasonable expectation of privacy could 
only be impinged upon if the CSLI would reveal 
information about activity or location within the 
confines of a person’s home and that cell phones 
did not “extend[] to that realm.” Accordingly, the 
court rejected the Magistrate Judge’s grafting of 
a probable cause requirement onto the lesser 
standard articulated in the SCA. The Third Circuit 
nonetheless opined that magistrate judges are 
not required to issue orders for CSLI even if the 
lesser standard set forth in the SCA is satisfied.15 
Because the Magistrate Judge did not evaluate 
the facts of this case under that standard, the 
case was remanded.

Commentators believe the Third Circuit’s 
opinion is “fuzzy” and “leave[s] key privacy issues 
unsettled.”16 Further, they project that advocacy 
of a case-by-case decision-making process may 
lead to inconsistent results in applications for 
this type of electronic information. 

Supreme Court

It is unlikely that the Supreme Court will be the 
source of any clarity on the myriad issues presented 
in these cases, having signaled its reluctance 
to issue a definitive ruling on the application 
of the Fourth Amendment to digital evidence. 
In City of Ontario v. Quon,17 the Court granted 
certiorari to determine whether an employee 
had a reasonable expectation of privacy in text 
messages transmitted on his employer-provided 
pager. In reviewing the case, the Supreme Court 
acknowledged that although the case “touche[d] 
on issues of farreaching significance,” it could be 

resolved “by settled principles” of reasonableness. 
Accordingly, the Court declined the opportunity 
to more clearly define the expectation of privacy 
in the workplace in the digital age.

First, the Court passed on the opportunity to 
reconcile the plurality and concurring opinions 
in O’Connor v. Ortega, 480 U.S. 70 (1987), to offer 
a single approach to be taken by courts analyzing 
the privacy rights of public employees. Rather, 
the Court found that the search at issue in Quon 
would be reasonable under either approach 
offered in O’Connor, so long as Quon was found 
to have had a reasonable expectation of privacy. 
The parties disagreed about this latter point.

Nevertheless, the Court declined to directly 
address the dispute about the reasonableness 
of Jeff Quon’s expectation of privacy in his text 
messages as well, hesitating to “elaborat[e] too 
fully on the Fourth Amendment implications of 
emerging technology before its role in society has 
become clear.” 

The Court noted that rapid changes were 
occurring not only with technology itself, but also in 
society’s expectations of proper behavior regarding 
the technology. “At present, it is uncertain how 
workplace norms, and the law’s treatment of them, 
will evolve.”18 Accordingly, the Court refrained 
from a broad holding concerning employees’ 
privacy expectations vis-à-vis employer-provided 
equipment, finding only for purposes of the case 
that Mr. Quon had a reasonable expectation of 
privacy in the text messages on the pager provided 
by his employer.

Conclusion

Technology has drastically altered the nature 
of government investigations and the types of 
evidence at issue in a criminal case. To date, 
however, the Supreme Court has failed to adapt 
Fourth Amendment jurisprudence to reflect these 
changes and appears unwilling to do so now, 
deferring for the moment to the lower courts.
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Most recently, in ‘United States v. 
Stabile,’ the U.S. Court of Appeals for the 
Third Circuit rejected the Ninth Circuit’s 
“suggestion to ‘forswear reliance on 
the plain view doctrine’ whenever 
the government seeks a warrant to 
examine a computer hard drive.”


